BREAKLINE

SECURITY

Another day, another CVE.
Let'sidentifyit.



S LN DERTEl

Queue a scan.
Get processed results.



— QUEUE A SCAN

( )

WILL RUN

nmap -sSV -p21,22,23,81,280,443,591,593,832,981,1311, 2480, 4444, 4445, 4
567,5000,5104,5800, 7000, 7001, 7002, 8000, 8008, 8042, 8080, 8081, 8088, 822
2,8243,8280,8281, 8333, 8443, 8530, 8531, 8887, 8888, 9080, 9090, 9091, 9981, 10
443,12043,12046,12443,16080,18091,18092 -R -—open -——script http-defau
1t-accounts, http-waf*, http-vuln*, http-vhosts, http-server-header, http-
security-headers, http-robots.txt, http-headers, http-git, http-favicon,h
ttp-enum —stats-every 20s -ilL [TARGETS] -oX output/[SCAN_ID]_nmap_Nm
ap-Web-Portal-Scan.xml

Static preview — the scanner fills in [TARGETS], discovered ports and credentials at run time.
\ J

The exact command it will run

WHEN ASAP - priority O

NOTE - OPTIOMNAL
What this run is for
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Demo data - all names, figures and findings shown are fictitious



— RAISED AUTOMATICALLY

< BACK > SCANS > SCAN: NMAP ¢ 2s
® COMPLETED

TOOL SCANNER PRIORITY CREATED BY ASSETS

nmap INTERNAL 2 Jane Doe 5

VULNS

completed v == Set Status Open Page

-] RECONSTRUCTED CLI

nmap -sSV -p21,22,23,80,81,280,443,591,593,832,981,1311, 2480, 4444, 4445, 4567, 5000, 5104, 5800, 7000, 7001, 7002, 8000, 8003, 8042, 8080, 8081, 8088, 8222, 8243, 8280, 8281, 8333, 8443, 85
30,8531, 8887, 8888,9080,9090,9091, 9981, 10443, 12043, 12046, 12443 ,16080,18091,18092 -R —open —-script http-default-accounts, http-waf#, http-vuln#, http-vhosts,http-server-he
ader, http-security-headers, http-robots. txt, http-headers, http-git, http-favicon, http-enun --stats-every 20s -il scopes/Internal-Infrastructure_6b611986-f44d-4bf1-88F7-503
8169b121e_ip.txt -oX output/573aldd2-c762-4bF3-aee?-9ae40c0d37b2_nnap_Nmap-Web-Portal-Scan.xml

(i) SCAN INFORMATION
M PORT ENGINE

() FOUND VULNERABILITIES

SEVERITY TITLE CVss STATUS ASSETS POC SNIPPET

Critical COutdated software: PHP 9.8 Open 1

Findings detected from output and software versions
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Demo data - all names, figures and findings shown are fictitious



— ASSETS FOUND

X
< BACK > SCANS > SCAN: NMAP c 7s
® COMPLETED
TOOL SCANNER PRIORITY CREATED BY ASSETS
nnap INTERNAL 2 Jane Doe 3
VULNS

7
completed =2 Set Status Open Page

W FTUUNY VULNERMDOLLAILICD

= DISCOVERED ASSETS

N
TYPE ip HOST / FQODN PORTS DISCOVERED
server 172.20.1.3 ssh_server ssh_server 1 24 Dct 2026, 15:51:58
copyan 1772 20 1 ﬂ.n nnnnnnn -F'I-:\ copyan 1 24 Oct 20248 15-51-50
server 172.20.1.6 http_server http_server 2 24 Dct 2026, 15:51:50

WEB CAPTURES

5 ResuLTs Assets discovered and catalogued
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Demo data - all names, figures and findings shown are fictitious




— DOCUMENTED

Output-based
asset management.

SSSSSSSS



— ASSET DETAILS

< BACK

24 Oct 2026 — 24 Oct 2026

@ Workspace » Scan scope...

SERVICES (2)

PORT SERVICF SOFTWARF WFR FTRST SFFN I AST SFFN )

nginx 1.31.6

tcp/80 htt X .
b/ P + Bootstrap 3.3.7, JQuery 1.12.4, PHP 8.3.35 - gowitness - 24 Oct 2026

® 200  Index of /

TCp/44d ntp NTTps: //NTTp_Server )

Tech, services, screenshots and metadata, catalogued
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— ApiRg 18]

Patch.Rescan.
Validate and verify.

SSSSSSSS



— SCAN DIFF

X
< BACK > SCANS > DIFF: INTERNAL INFRASTRUCTURE . . .
verdict ® Improved // risk -180 (sev-weigh
gap 8m25s // older - newer
e e vulns -1/ +8 // resolved / new
Nmap Web Portal Scan (24 Oct 2026) Nmap Web Portal Scan (24 Oct 2026)
hosts +0 [/ -0 // added / removed
ports @ hosts // changed
e
[z] Open older [z) Open newer & Swap e
D 1software change
-) RESOLVED VULNERABILITIES (1) ~
SEVERITY TITLE CVSS HOSTS STATUS MATCHER
Critical Outdated software: PHP 9.8 172.20.1.6 http_server Open e ALL HOSTS RESOLVED Verify and close
7] SOFTWARE CHANGES (1) ~
Thil~ad pREOOUCT BEENDE AETED CUAMCE pDOpDTC
172.20.1.6 http_server PHP 8.3.35 L Changed tcp/8e tep/443

Up front:

Demo data

all hosts resolved,

all names,
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PHP 8.3.35 - 8.5.12

figures and findings shown are fictitious




— VERIFY AND CLOSE

< BACK > SCANS > DIFF: INTERNAL INFRASTRUCTURE

OLDER NEWER

Nmap Web Portal Scan (24 Oct 2026)  Nmap Web Portal Scan (24 Oct 2026)

(7] Open older [z) Open newer & Swap

@ 1software change

) RESOLVED VULNERABILITIES (1)

verdict
gap
vulns
hosts
ports

software

® Improved // risk -10 (sev-weigh

8m25s // older - newer

-1 / +8 /[ resolved / new
+0 / -8 // added / removed
@ hosts // changed

1 // changed

SEVERITY TITLE CVSS HOSTS STATUS MATCHER
-
Verify and close
Not observed in Nmap Web Portal Scan (24 Oct
2026, 16:08), compared against Nmap Web Portal
Critical Outdated software: PHP 9.8 172.20.1.6 http_server Open e ALL HOSTS RESOLVED Scan. PHP 8.3.35 > 8.5.12 on tcp/80, tcp/443.]

Visible to the client.

Close finding

Lifecycle at a glance; the evidence writes the note
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— ON THE RECORD

<« BACK > VULNERABILITIES > OUTDATED SOFTWARE: PHP .
CVE-2026-109618 CVE-2026-189619 CWE-1395 T1198 Northstar Manufacturing Group SEEN IN Live SITREP
=l Brief <[> Proof = Footprint - 1 host C Lifecycle - 3
(-} VERIFY
- STATUS w
Closed - <+ Update
(U HISTORY M

First seen 24 Oct 2026 - last seen 24 Oct 2026 - 2 scans

® cClosed Jane Doe (vendor) — “Not observed in Nmap Web Portal Scan (24 Oct 2026, 16:00), compared against Nmap Web Portal

Scan. PHP 8.3.35 — 8.5.12 on tcp/80, tcp/443."
24 Oct 2026, 16:02

® Seen again by gowitness - gowitness via Nmap in scan 3fc275a4 (Live SITREP)
24 Oct 2026, 15:51

® Raised by nmap - Nmap Web Portal Scan in scan 573aldd2 (Live SITREP)
24 Oct 2026, 15:51

K Previous Mext J

Raised, seen again, verified, closed
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Know your assets.
Always, nhot once a year.




